2020-07-31 - TRAFFIC ANALYSIS EXERCISE ANSWERS

Link to exercise: https://www.malware-traffic-analysis.net/2020/07/31/index.html|

Links to some tutorials I've written that should help with this exercise:

. eshark - CI . | <Dl
Using Wireshark: ldentifying Hosts and Users
Using Wireshark - Display Filter Expressions

Using Wireshark: Exporting Objects from a Pcap
ENVIRONMENT:

LAN segment range: 10.07.31.0/24 (10.07.31.0 through 10.07.31.255)
Domain: tecsolutions.info

Domain controller: 10.07.31.7 - Tecsolutions-DC

LAN segment gateway: 10.07.31.1

LAN segment broadcast address: 10.07.31.255

INCIDENT REPORT:

Executive summary:

On Friday, 2020-07-31 at approximately 00:26 UTC, a Windows 10 host
used by Gregory Simmons was infected with Emotet malware.

Victim details:

IP address: 10.7.31.101

MAC address: 00:0c:6e:12:af:38 (ASUSTekC 68:42:d3)
Host name: DESKTOP-PDHW305

User account name: gregory.simmons

Indicators of compromise (IOCs):

SHA256 hash: 537ceaaf4b76967b916¢c857bf8113e6b6ccc65dca06df2d300b6
6b8a61d9eedc

File size: 176,692 bytes

File name: INVOICE-OR85-923315.doc

File location: http://e-dsm.com.br/www/ZdJCAB/
File description: Word doc with macros for Emotet
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SHA256 hash: 0a3aaa398a6abe7a4ba256812b8b6632fa4595b4ac5c47b459d
5a6a911c2d202

File size: 913,503 bytes

File name: 3tknamb7298632293.exe

File location: http://jambino.us/tv/DYsPb/

File description: Windows executable file (EXE) for Emotet

HTTP traffic to retrieve the Word doc and Emotet EXE:

191.6.208.51 port 80 - e-dsm.com.br - GET /www/ZdJCAB/
67.20.112.81 port 80 - jambino.us - GET /tv/DYsPb/

HTTP traffic for Emotet post-infection activity:

201.235.10.215 port 80 - 201.235.10.215 - POST
/IRLVIcVHpdW]KMHfJsK/bhAzHJy/vazwovI5B9BcchWQ/dOEVU2XIHQ7
AQetdQggMrPULmis/

201.235.10.215 port 80 - 201.235.10.215 - POST
IM7aBEffyXE/Upa44JYc0iD8C5C05qj/QxcEX6A0fDBvDoO/

104.236.52.89 port 8080 - 104.236.52.89:8080 - POST
ly1Oc/CRTtjoStAe/03wHuUC/

201.235.10.215 port 80 - 201.235.10.215 - POST
1210JG5Lepy9SF/6rmms2u4C61LmFD/hJubcUz/13vWTTAS/KRmMZY1UJ6
7VF1l/GyiwnO600QatOesN4K/

201.235.10.215 port 80 - 201.235.10.215 - POST
/gKSWAKel1Mi/y5QsEBixxmL45MPHwaD/smvp/78W7iuovnPDTvP2w/10
jxRo2zF6M/

201.235.10.215 port 80 - 201.235.10.215 - POST
/09008G04DzIZG8OWRp/

201.235.10.215 port 80 - 201.235.10.215 - POST
ILCWZY47XwmugeO3/3z2TvDhczd/

104.236.52.89 port 8080 - 104.236.52.89:8080 - POST
IrQDNZBxm3Rpz/YdX3soU3MRPD/fXFnwkKVcXuwwBkpsSqg/

201.235.10.215 port 80 - 201.235.10.215 - POST
/aNIce30YT/xzZyFctinQ3Jkn/
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e 104.236.52.89 port 8080 - 104.236.52.89:8080 - POST
/RaGu/PUTIkmMWtxHtctg/du2EPQGCIXV/

e 201.235.10.215 port 80 - 201.235.10.215 - POST /4DsE/

e 201.235.10.215 port 80 - 201.235.10.215 - POST
INemVGY4zT/f6eDx8v6CbHNUXS/gjuMfPtC/j2SXoNwzJzR/

e 201.235.10.215 port 80 - 201.235.10.215 - POST
lygugyvZplYxK083S/H5klaZFW692xUc/HLuonj6146/

e 104.236.52.89 port 8080 - 104.236.52.89:8080 - GET /whoami.php
e 104.236.52.89 port 8080 - 104.236.52.89:8080 - POST /xian/balloon/

e 201.235.10.215 port 80 - 201.235.10.215 - POST
INmjflljygtnUpXR/kxLUe7h097jcjEAIPIM/u8O5/jHD8F/NIJ7CPOjmzegr/

e 201.235.10.215 port 80 - 201.235.10.215 - POST /FIpErlAFJoc1f77w3J/
e 201.235.10.215 port 80 - 201.235.10.215 - POST /RoEy0QXUNO0/

INVESTIGATION:

The alerts for internal IP address 10.7.31.101 reveal the following:

e Windows EXE or DLL downloaded from 67.20.112.81 over TCP port 80

e Emotet CnC (Command & Control) traffic over 104.236.52.89 over TCP
port 8080 and 201.235.10.215 over TCP port 80

Based on these alerts we're looking at an Emotet infection. We can confirm
HTTP traffic on these IP addresses by reviewing the pcap.
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b 2020-07-31-traffic-analysis-exercise.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

[ﬁ(hnpxequestorﬂshandshakeiypeeq1)and!65dp)

£3

Time Dst

2020-07-31 00:25.. 191.6.208.51

2020-07-31 00:26.. 67.20.112.81

2020-07-31 00:26.. 52.114.76.37

2020-07-31 00:26.. 104.79.136.55
2020-07-31 00:26.. 201.235.10.215
2020-07-31 00:26.. 201.235.10.215
2020-07-31 00:26.. 104.236.52.89
2020-07-31 80:27.. 201.235.106.215
2020-07-31 00:27.. 201.235.10.215
2020-07-31 00:27.. 201.235.10.215
2020-07-31 00:27.. 13.107.246.10
2020-07-31 00:27.. 52.185.211.133
28020-07-31 00:27. 52.242.211.89
2020-07-31 00:27.. 52.185.211.133
2020-07-31 00:27.. 52.185.211.133
2020-07-31 00:27.. 52.114.76.37

2020-07-31 00:28.. 201.235.10.215
2020-07-31 00:28.. 104.236.52.89
2020-07-31 00:28.. 201.235.10.215
2020-07-31 00:28.. 104.236.52.89

ANIN-_NT7 21 AN+ 2Q B2 249 211 QaQ

port
80
80
443
443
80
80
8080
80
80
80
443
443
443
443
443
443
80
8080
80
8080

AAR

Host
e-dsm.com.br
jambino.us

self.events.data.mic..
templateservice.offi..

201.235.10.215
201.235.10.215
104.236.52.89:8080
201.235.10.215
201.235.10.215
201.235.10.215

pti.store.microsoft...
settings-win.data.mi..
client.wns.windows.c..
settings-win.data.mi..
settings-win.data.mi..
self.events.data.mic..

201.235.10.215
104.236.52.89:8080
201.235.10.215
104.236.52.89:8080

~rliant wunme windowe o

Info

basic | basic+

basic+dns

GET /www/ZdJCAB/ HT’
GET /tv/DYsPb/ HTTP,

client
client

Hello
Hello

POST /RLVICVHpdwjKMI
POST /M7aBEffyXE/Up:
POST /y10c/CRTtjoSt/
POST /210JG5Lepy9SF,
POST /QKSWAKe1Mi/y5(
POST /09008G04DzIZG!

client
client
Cclient
client
client
client

Hello
Hello
Hello
Hello
Hello
Hello

POST /LCWZY47Xwmuge(
POST /rQDNZBxm3Rpz/*
POST /aNIce30YT/xzZ)
POST /RaGu/PUTIkmMw!

~rliant

Halln

addresses in the alerts.

Keep in mind that most normal web traffic is HTTPS. In regular Windows
traffic, we can also find HTTP traffic from various Microsoft domains and
windowsupdate.com. However, HTTP POST requests to IP addresses are
very suspicious. So already this is looking unusual.

Before we investigate the infection traffic, let's get the victim details. Filter on
nbns and review traffic for the hostname. In this case, you should see lines

for

Refresh NB DESKTOP-DPHW305<20>

as early as 00:25 UTC.

You can easily find the Windows account name for the user by filtering on
Kerberos.CNameString. Of course, this assumes you've set up Wireshark
according to the tutorials listed at the beginning of this document.
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A 2020-07-31-traffic-analysis-exercise.pcap - + x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
|l‘nbns B30 - % basic ' basict | basictdns
Time Src port Dst port Info =
— 2020-07-31 00:25.. 10.7.31.101 137 10.7.31.1 137 Refresh NB DESKTOP-DPHW305<2(
2020-07-31 00:25.. 10.7.31.101 137 10.7.31.1 137 Refresh NB DESKTOP-DPHW305<2(
2020-07-31 00:25.. 10.7.31.101 137 10.7.31.1 137 Refresh NB DESKTOP-DPHW305<2(
2020-07-31 00:25.. 10.7.31.101 137 10.7.31.1 137 Name query NB WPAD<@O> .‘
2020-07-31 00:25.. 10.7.31.101 137 10.7.31.1 137 Name query NB WPAD<00>
2020-07-31 00:25.. 10.7.31.1601 137 10.7.31.1 137 Name query NB WPAD<@O>
2020-07-31 00:25.. 10.7.31.161 137 10.7.31.1 137 Name query NB WPAD<0O>
2020-07-31 00:25.. 10.7.31.101 137 10.7.31.1 137 Name query NB WPAD<QO>
2020-07-31 00:25.. 10.7.31.161 137 10.7.31.1 137 Name query NB WPAD<0O>

2020-07-31 00:25.. 10.
2020-07-31 00:25.. 10.
2020-07-31 00:25.. 10.
2020-07-31 00:25.. 10.
2020-07-31 00:25.. 10.
2020-07-31 00:25.. 10.
2020-07-31 00:25.. 10.
2020-07-31 00:25.. 10.
2020-07-31 00:25.. 10.
2020-07-31 00:25.. 10.
2020-07-31 00:25.. 10.

ANIM-_AT 21 AN IR an

.31.1601 137 10.
.31.161 137 10.
.31.1601 137 10.
.31.161 137 10.
.31.161 137 10.
.31.161 137 10.
.31.161 137 10.
.31.101 137 10.
.31.161 137 10.
.31.101 137 10.
.31.161 137 10.

21 1M1 127 1M

.31.255 137 Name query NB WPAD<0O>
.31.255 137 Name query NB WPAD<0O>
.31.255 137 Name query NB RFUYITIRGL<QO>
.31.255 137 Name query NB SOYJGNETH<00>
.31.255 137 Name query NB MPSKPFDAS<00>
.31.255 137 Name query NB WPAD<@O>
.31.255 137 Name query NB WPAD<00>
.31.255 137 Name query NB SOYJGNETH<00>
.31.255 137 Name query NB RFUYITIRGL<GO>
.31.255 137 Name query NB MPSKPFDAS<00>
.31.255 137 Name query NB WPAD<00>

21 28R 1727 AMama muparys MR LIDADAQQS

Shown above: Filtering on nbns to find the Windows host name.

I B N B e B I B B R e B B e B B B RE NN
N R N R B B B B N B N N N N N N N Y|

\i‘kerberos.CNameString [X] l basic | basic+ | basictdns |

Time Src port Dst port CNameString Info
2020-07-31 00:25.. 10.7.31.101 49726 10.7.31.7 88 gregory.simmons AS-REQ
2020-07-31 00:25.. 10.7.31.101 49727 10.7.31.7 88 gregory.simmons AS-REQ
2020-07-31 00:25.. 18.7.31.7 88 10.7.31.101 49727 gregory.simmons AS-REP
2020-07-31 00:25.. 10.7.31.7 88 10.7.31.101 49728 gregory.simmons TGS-REP
2020-07-31 00:25.. 10.7.31.7 88 10.7.31.101 49731 gregory.simmons TGS-REP

Shown above: Filter on Kerberos.CNameString for the user account name.

The IP address 10.7.31.101 is common to all the alerts, and it's the only
Windows client in this pcap. You can correlate the MAC address with the IP
address in the frame details window as shown below.

4

» Frame 4: Z&bytes on wire (2344 bits), 293 bytes captured (234
» Ethernet II, Src: ASUSTekC 12:af:38 (00:0c:6e:12:af:38), Dst: [
Internet Protocol Version 4, Sre: 18.7.31.181. Dst: 10.7.31.7

» Transmission Control Protocol, Src Port: 49726, Dst Port: 88, 9

Kerberos

-

-

Shown above: Finding the MAC address of 10.7.31.101.
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Now that we have the victim details, let's get back to the infection traffic. Use
the following filter to quickly review the unencrypted HTTP traffic:

http.request and !(ssdp)

" |http.request and !(ssdp) X ~| % basic | basic+ ' basictdns

Time Dst port Host Info
2020-07-31 00:25.. 191.6.208.51 80 e-dsm.com.br GET /www/ZdJCAB/ HTTP/1.1
2020-07-31 00:26.. 67.20.112.81 80 jambino.us GET /tv/DYsPb/ HTTP/1.1
2020-07-31 00:26.. 201.235.10.215 80 201.235.10.215 POST /RLVICVHpdWjKMHTJIsK/bhA
2020-07-31 00:26.. 201.235.10.215 80 201.235.10.215 POST /M7aBEffyXE/Upa44JYcOiC
2020-07-31 00:26.. 104.236.52.89 8080 104.236.52.89:8080 POST /yl0c/CRTtjoStAe/0©3wHuUC
2020-07-31 00:27.. 201.235.10.215 80 201.235.10.215 POST /210JG5Lepy9SF/6rmms2u4
2020-07-31 00:27.. 201.235.10.215 80 201.235.10.215 POST /qKSwAKelMi/y5QSEBixxmL
2020-07-31 00:27.. 201.235.10.215 80 201.235.10.215 POST /09008G04DzIZG8OWRpP/ HT
2020-07-31 00:28.. 201.235.10.215 80 201.235.10.215 POST /LCWZY47Xwmuge03/3z2TVvC
2020-07-31 00:28.. 104.236.52.89 8080 104.236.52.89:8080 POST /rQDNzZBXxm3Rpz/YdX3soU3V
2020-07-31 00:28.. 201.235.10.215 80 201.235.10.215 POST /aNIce30YT/xzZyFctinQ3J
2020-07-31 00:28.. 104.236.52.89 8080 104.236.52.89:8080 POST /RaGu/PUTIKkmMWtxHtctq/d
2020-07-31 00:29.. 201.235.10.215 80 201.235.10.215 POST /4DSE/ HTTP/1.1
2020-07-31 00:43.. 201.235.10.215 80 201.235.10.215 POST /NemVGY4zT/f6eDx8v6ChHN
2020-07-31 00:44.. 201.235.10.215 80 201.235.10.215 POST /yguqyvZplYxK083S/H5kIa

2020-07-31 00:44.. 104.236.52.89 8080 104.236.52.89:8080 GET /whoami.php HTTP/1.1
2020-07-31 00:44.. 104.236.52.89 8080 104.236.52.89:8080 POST /xian/balloon/ HTTP/1.1

2020-07-31 00:59.. 201.235.10.215 80 201.235.10.215 POST /vmjfI/jygtnUpXR/kxLUe7
2020-07-31 00:59.. 201.235.10.215 80 201.235.10.215 POST /FlpErlAFJoc1f77w3J/ HT
2020-07-31 01:13.. 201.235.10.215 80 201.235.10.215 POST /ROEyeQXuh@/ HTTP/1.1

Shown above: Filtering on HTTP web traffic in this pcap.

Notice how the first HTTP GET request to e-dsm.com.br is not in the alerts.
Follow the TCP stream for that request to find out more.

In the TCP stream, look at the User-Agent string in the HTTP request
headers. Assuming the User-Agent hasn't been spoofed by some sort of
malware, the operating system is Windows 10 64-bit, and this request was
caused by the new Chromium-based Microsoft Edge browser (note "Edg" in
the User-Agent sting).

You'll also see indications the file returned from the server is an "msword" file
with a file name "INVOICE-OR85-923315.doc."
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v Wireshark - Follow TCP Stream (tcp.stream eq 9) - 2020-07-31-traffic-analysis-exercise.pcap - + X

GET /www/ZdJCAB/ HTTP/1.1

Host: e-dsm.com.br

connection: keep-alive

Upgrade-Insecure-Requests: 1 ‘

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) ApplewebKit/537.36
(KHTML, like Gecko) Chrome’8a.0.4147.80 sararil/nar.36 Edg/84.0.522.48
Accept: text/html,application/xhtml+xml, application/xmIR{=0.9, image/
webp, image/apng, */*;q=0.8, application/signed-exchange; 3;0=0.9
Accept-Encoding: gzip, deflate

Accept-Language: en

HTTP/1.1 200 OK

Date: Fri, 31 Jul 2020 00:25:37 GMT

Server: Apache

Cache-control: no-cache, must-revalidate

Pragma: no-cache

Expires: Fri, 31 Jul 2020 00:25:37 GMT

content-Disposition: attachment; filename="INVOICE-OR85-923315.doc"
Content-Transfer-Encoding: binary

content-Encoding: gzip

vary: Accept-Encoding

Set-Cookie: 5f2365011f66T=1596155137; expires=Fri, 31-Jul-2020 00:26:37 GMT;
Max-Age=60; path=/

Last-Modified: Fri, 31 Jul 2020 00:25:37 GMT

Keep-Alive: timeout=5, max=500

Connection: Keep-Alive

Transfer-Encoding: chunked

Content-Type: application/msword

............. P4edlo oo oo s delBs olllls 5 o] B35 oL IFE S slaled -
1 client pkt, 75 server pkts, 1 turn.

Entire conversation (103 kB) = Show and save data as ASCII = Stream |9 |-
Find: Find Next
@Help Filter Out This Stream Print Save as... Back x Close

Shown above: TCP stream indicating a Word doc returned for the initial HTTP
GET request in our pcap.

Use the File --> Export Objects --> HTTP menu path to export this file from
the pcap. When saving it, name the file INVOICE-OR85-923315.doc as
shown in the HTTP request headers.

In a Linux, BSD, or mac environment, use shasum -a 256 to get the SHA256

hash of this file and search the hash in Google. Your results should indicate
this file is associated with Emotet.
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Go gle 537ceaaf4b76967b916c857bf8113e6bbccc65dcadbdf2d300b66b8a61d9eede X Q

Q Al Q Maps [ Videos [ Images ¢ Shopping  } More Settings  Tools

2 results (0.43 seconds)

urlhaus.abuse.ch > url «

URLhaus Database - Abuse.ch

Jul 31, 2020 - 2020-07-31, Inv 1{REGEX:.doc, doc,
537ceaaf4b76967b916c857bf8113e6b6ccc65dcalbdf2d300b66b8a61d9eede, Virustotal
results 50.82% ...

paste.cryptolaemus.com » emotet » emotet-malware-loCs_...

Daily Emotet loCs and Notes for 07/30/20

Jul 30, 2020 - Emotet Malware Document links/IOCs for 07/30/20 as of 07/31/20 00:45
EDTNotes and Credits at the bottom. Follow us on Twitter ...

Shown above: Google search results for the Word doc file hash.

Do the file command in a Linux, BSD, or mac environment to confirm this file
is a Word document. You can also search for the hash in VirusTotal to
confirm this is a Word document.

Filter on HTTP web traffic again, follow TCP stream for the second HTTP GET
request, and you'll see indicators of a Windows EXE or DLL. Export that file
from the pcap, get the SHA256 hash, and you'll find it's also associated with
Emotet.

Do the file command in a Linux, BSD, or mac environment to confirm this file
is an EXE. You can also search for the hash in VirusTotal to confirm this is an
EXE.
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~ Wireshark - Follow TCP Stream (tcp.stream eq 19) - 2020-07-31-traffic-analysis-exercise.pcap - + x

Pb/ HTTP/1. . -
et ambire. uTTP/1:1 g No User-Agent string in the request headers

connection: Keep-Alive

HTTP/1.1 200 OK

Date: Fri, 31 Jul 2020 00:26:19 GMT

Server: Apache

Cache-Control: no-cache, must-revalidate

Pragma: no-cache

Expires: Fri, 31 Jul 2020 00:26:20 GMT

content-Disposition: attachment; filename="3tknamb7298632293.exe"
Content-Transfer-Encoding: binary
Set-Cookie: 5f23652c2a44a=1596155180; expires=Fri,‘.p-Jul-2020 00:27:20
GMT; Max-Age=60; path=/

Upgrade: h2,h2c

Connection: Upgrade, Keep-Alive

Last-Modified: Fri, 31 Jul 2020 00:26:20 GMT

Vary: Accept-Encoding

Keep-Alive: timeout=5, max=75

Transfer-Encoding: chunked

Content-Type: application/octet-stream

3cfd ‘
MZ. o B WP

ST..L.!This program cannot be run in DOS mode.

LY d d d e ke

1 client nkt AAQ server nkts 1 turn

Shown above: An EXE or DLL returned from the second HTTP GET request
in the pcap.

GO gle Oa3aaa398ababe7a4ba256812b8b6632fa4595b4ac5c47b459d5a6a911¢c2d202 X Q

Q Al @ Maps (] videos ) Images ) Shopping ¢ More Settings Tools

1 result (0.42 seconds)

paste.cryptolaemus.com » emotet » emotet-malware-loCs_ ...

Daily Emotet loCs and Notes for 07/30/20

Jul 30, 2020 - Emotet Malware Document links/IOCs for 07/30/20 as of 07/31/20 00:45
EDTNotes and Credits at the bottom. Follow us on Twitter ...

Shown above: Google search results for the EXE file hash.
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If you're curious about what Emotet CnC traffic looks like, follow one of the
TCP streams for an HTTP POST request to 201.235.10.215 or
104.236.52.89:8080.

You should find form-data in the POST headers that looks like it's compress or
encoded. Any data returned from the server is also encoded or encrypted.

¥ Wireshark - Follow TCP Stream (tcp.stream eq 22) - 2020-07-31-traffic-analysis-exercise.pcap -+ X

POST /RLVIcVHpdwWjKMHTJsK/bhAzHJy/vazwovI5B9BcchwQ/dOEVU2X1/HQ7AQetdQggMrPULmis/ HTTP/1.1 °
Referer: http://201.235.10.215/RLVIcVHpdWjKMHTIsK/bhAzHJy/vazwovI5B9BcchwQ/dOEVU2X1/
HQ7AQetdQggMrPULmMis/

Content-Type: multipart/form-data; boundary=--------------------------- 148682449916210
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; wWindows NT 6.2; WOW64; Trident/7.0;
.NET4.0C; .NET4.@E; .NET CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: 201.235.10.215

content-Length: 4740

Connection: Keep-Alive

cache-control: no-cache

----------------------------- 148682449916210
Content-Disposition: form-data; name="QHUIfHsg"; filename="AlTXkbuDuewbXx"
Content-Type: application/octet-stream

....... <M.?.#..1...<....n.H....g.......v8a{.3. '.+..
[...m.~..&...:.<..0..0...y.5.CQ..1l.a....Q.d0,A..G..(...y...vx)u[....h%..3..0.hs).

>.2.q9-:X [.ep..B...v..* pQe..y.E OEEE
5me...... ,Fh ..4....=0..D..%..8.. g.qe X..Vj.9z....<.aT.Ex.GR..... H*..p* Q
Ladi)= AedZa e Wa [ PE]

..... A.........P..]=..T3.1...b..F...Wg..1..5.....43}..#]...

..H..%..G.F.x........t.s./......1.1T... ..cd...g.a..Z...... (..zp(..I.FL;
7.6V, S.vinnnn rks..@.b..,U.A @.....1.
H..Zv
.B"....
VAL L., m.glx...f.B.G.,....... X"".1....y.e.,.[.et.]..
.]...8VIN. .B...v6?7...1.fQ..G.G.@.+-1@..x..b.......k.. D \N.=r...7L....t..
(o olbe oo e
----------------------------- Al bfa s M ke F e A== . - s sczcccocconocoooncccococccccncooocaanns

40 client pkts, 972 server pkts, 15 turns.

Entire conversation (1,356 kB) - Show and save data as |ASCII - Stream |22 |-
Find: Find Next
@Help Filter Out This Stream Print Save as... Back x Close

Shown above: HTTP POST request from the Emotet CnC traffic.
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- Wireshark - Follow TCP Stream (tcp.stream eq 22) - 2020-07-31-traffic-analysis-exercise.pcap - + x

Server: nginx

Date: Fri, 31 Jul 2020 00:26:46 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 142980

Connection: keep-alive

vary: Accept-Encoding

ket "# I | P f./6.....a..e.+.iC.W..y...... GsP.hv ' ...... 1'.gq.J3.A...
6;...A...5....:.. ..A%J noionoloo ol ((Waooaac Ae.&.H#.r.N.h!.+...6\........ e nofooc
$.AT.z.@...1i....L=.\.F. p .&%3.0...Fd..... ;Azl. ... ... Vpj...mu..S...R....#.U|#.K.C.
5.]....J.w.....AA...2..N)....-....T;>-.F.-#.."....D ...... j...l...xom..FA..7.ur..\..
%....;.)(./Ww.A..R.&...C. ./.g.i... <.~ .......... R.p.u,....1.)..:
u..Y]..EY.H.g.h.}..&......NL./.$.
5i9........... v.v.c)/.T5 i.z.s.Y. DI]G XAp.M.n/.=0(....k..TA....mf.f.?2>...n#a.
5....5 ...... €Al ... M..cn../Hz..z.]5...#.K....jl.gk..s...<F.k[.8.{....sL
2.Y....V.|Qou.R...y..}.....de..r....A .... XT...$.4...{.7a..z...R4...v; ..
4..C..Qp.q.>vI...P.*.n;.Zr...+.<.|.;@c)S&.(Y.... .(.jm...Ja.u!.-F.J0....].x<..
\..o~.Md=. ... @L< 8L L2 (e g.vvnn 4Q.KQ...7.._:8@1|./.fo@..?

[ ~. M, L c....578.Q..5. ...€.......J...X..a....V.L..Y..
...C.O.WQ...]?eS*....w..U...’\..X..SN..~..."

A{.....@.:.q9{..).0¢.hc.[.F....b....U.gn...... \C..9.T...... }....yp.[..9.r|p~]|.....T.a.
23 o WE B @ scocace Wozcoc M.=....)

..h.{ ....... Sococ T s.Xm9..Gl.e.Y0....1lcmA9..n..}..N.z|....p.n...... NS I -
A 5

N.A. . - -
r}y....,.bm..... Oq F [Ic D. g]GD...} .............. 0..R..0%J ....... (o T q..nr...
(..n/.N.......|...P.6.....1.D. h#} N.LR:...... 4..'.... ) L 2Y.L.....

A 2 -;l ..... ~ AAE ¢ nu—m‘l 12 *7 7 e " n A b
40 client pkts, 972 server pkts, 15 turns.

Entire conversation (1,356 kB) - Show and save data as |ASCII e Stream 22 |-
Find: |Find Next
@Help Filter Out This Stream Print Save as... Back * Close

Shown above: Encoded or encrypted data returned in response to the HTTP
POST request.

This encoded data is how CnC (Command and Control, or "C2") data is

returned from the Emotet servers. It's also how Emotet sends follow-up
malware like Qakbot or Trickbot.
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ENABLE

MACROS
N S oy
\q*»’@v g\* b""*’%\/
MALSPAM WEB LINK WORD EMOTET EXE

FROM DOC
EMAIL *
In many cases, the Word doc is ’ \*} )

directly attached to the email. FOLLOW-UP
MALWARE

Shown above: Flow chart for most of my lab-based Emotet infections.
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